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What is the real quantum threat?

In a rare warning to the entire global business community, 
IBM warns of the instant breaking of encryption by quantum 
computers: “Move your data today!” (article link).  

What does the quantum era mean to my business and what 
is the real threat? Most importantly – how do I protect 
myself from this new and emerging threat? This paper will 
explain the quantum threat and how Secured2 can protect 
data in this new post quantum era. 

Quantum Computing Introduction: 
What is a Quantum Computer and why should I care? A 
Quantum Computer is a new computing platform that takes 
advantage of the principles of quantum theory, which 
explains the nature & behavior of energy and matter on the 
quantum (atomic and subatomic) level. In plain English this 
means a new type of computer that is capable of infinitely 
more calculations per second than a traditional computer 
and thus is ideal for breaking encryption or factoring very 
large numbers once thought impossible to factor in real time. 

Qubits and Superposition:
Quantum Computing has very unique characteristics that 
make it vastly different than today’s traditional computing 
technologies. Quantum Computers use qubits, that are 
different than traditional bits. You might be familiar with a bit 
that is a 0 or a 1 (static). However, with Quantum Computers 
a qubit can be a 0 or a 1 at the same time. The ‘state’ of the 
qubit is a combination of the values along all three axes. This 
is called superposition. Some describe this property as “being 
in all possible states at the same time.” This illustration 
shows this state.  What’s important to 
understand is a Quantum Computer 
can actually do math on the qubit 
while it is in superposition – changing 
the probabilities in various ways  
through logic gates before eventually 
reading out a result by measuring it. Once a qubit is read, it is 
either 1 or 0 and loses it’s other quantum state information. 

What is a Quantum Computer?

A Quantum Computer is a new 

computing platform that takes 

advantage of the principles of quantum 

theory. In other words, it means a new 

type of computer that is capable of 

infinitely more calculations per second 

and ideal for breaking encryption.

https://www.zdnet.com/article/ibm-warns-of-instant-breaking-of-encryption-by-quantum-computers-move-your-data-today/
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Understanding Entanglement – the real power! 
Groups of independent qubits, by themselves, aren’t 
enough to create the massive breakthroughs that are 
promised by quantum computing. The magic really 
starts to happen when the quantum physics concept of 
entanglement is implemented. One industry expert 
likened qubits without entanglement as being a “very 
expensive classical computer.” Entangled qubits affect 
each other instantly when measured, no matter far 
apart they are, based on what Einstein euphemistically 
called “spooky action at a distance.” In terms of classic 
computing, this is a bit like having a logic gate 
connecting every bit in memory to every other bit.

You can start to see how powerful that might be 
compared with a traditional computer needing to read 
and write from each element of memory separately 
before operating on it. As a result, there are multiple 
large potential gains from entanglement. The first, is a 
huge increase in the complexity of programming that 
can be executed, at least for certain types of problems. 
One that’s creating a lot of excitement is the modeling 
of complex molecules and materials that are very 
difficult to simulate with classical computers. Second, 
might be innovations in long-distance secure 
communications — if and when it becomes possible to 
preserve quantum state over large distances. 
Programming using entanglement typically starts with 
the C-NOT gate, which flips the state of an entangled 
particle if its partner is read out as a 1. This is sort of like 
a traditional XOR gate, except that it only operates when 
a measurement is made.

Will quantum computers replace 

our current computers?

At this time, quantum computers 

will not replace their traditional 

counterparts. In fact, quantum 

computers require traditional 

computers to support their 

specialized abilities, such as 

systems optimization.
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Quantum Algorithms have changed the game! 
Superposition and entanglement are impressive physical 
phenomena, but leveraging them to do computation 
requires a very different mindset and programming 
model. You can’t simply throw your C-code on a 
quantum computer and expect it to run, and certainly 
not to run faster. Mathematicians and physicists are way 
ahead of the computer builders here, having developed 
complex algorithms that take advantage of quantum 
computers decades before the machines started to 
appear.

Some of the first quantum algorithms created, are for 
secure cryptographic key distribution. These algorithms 
use the property of entanglement to allow the key 
creator to send one of each of many pairs of qubits to 
the recipient. The full explanation is pretty long, but the 
algorithms rely on the fact that if anyone intercepts and 
reads one of the entangled bits en route, the companion 
qubit at the sender will be affected. By passing some 
statistics back and forth, the sender and receiver can 
figure out whether the key was transmitted securely, or 
was hacked on the way.

Quantum computing can break encryption! 
Is that really true? The answers is YES, thanks to some 
very clever algorithms designed to run on quantum 
computers that can solve hard math problems, which in 
turn can be used to factor very large numbers. One of 
the most famous is Shor’s Factoring Algorithm. The 
difficulty of factoring large numbers is essential to the 
security of all public-private key systems — which are 
the most commonly used today. 

Warning, Quantum Computers are in operation! 
Today’s quantum computers being deployed by nation 
states like China are far ahead of United States and are 
built to break all forms of encryption to access the 
United States treasure trove of data. In fact, China is 
reportedly several years ahead of the United States in 
terms of quantum computing development. Including a 
new $10 billion dollar quantum research supercenter. 
(learn more) 

What is the Quantum Race?

Sometimes called the Quantum Arms Race, 

it is the fight to find the next generation of 

innovation to win an edge over the 

competition.

The quantum race is lead by capable 

enterprises such as: 

• IBM

• Google

• Intel

• Microsoft

• D-Wave 

As well as the nation states:

• China

• Russia

• USA

• Germany

• 16+ more we know about

https://en.wikipedia.org/wiki/Quantum_key_distribution
https://www.quantiki.org/wiki/shors-factoring-algorithm
https://www.popsci.com/chinas-launches-new-quantum-research-supercenter
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Where to learn more about Quantum Computing? 
The good news is that trivial quantum computing programs 
are actually pretty easy to understand if a bit confusing at 
first. Plenty of tutorials are available that will help you write 
your first quantum program, as well as let you run it on a 
simulator, and possibly even on a real quantum computer.
One of the best places to start is with IBM’s QISKit, a free 
quantum toolkit from IBM-Q Research that includes a visual 
composer, a simulator, and access to an actual IBM quantum 
computer after you have your code running on the simulator. 
Rigetti Quantum Computing has also posted an easy intro 
application, which relies on their toolkit and can be run on 
their machines in the cloud.

Unfortunately, the trivial applications are just that: trivial. So 
simply following along with the code in each example doesn’t 
really help you master the intricacies of more sophisticated 
quantum algorithms. That’s a much harder task.

Is Quantum Computing all doom and 

gloom?

Quantum computers when in the right 

hands are set to help us cure diseases, 

improve global financial markets, 

detangle traffic, combat climate change 

and more. For instance, quantum 

computing has the potential to speed 

up pharmaceutical discovery and 

development, and to improve the 

accuracy of the atmospheric models 

used to track and explain climate 

change and its adverse effects.

https://quantumexperience.ng.bluemix.net/proxy/tutorial/full-user-guide/introduction.html
https://medium.com/rigetti/how-to-write-a-quantum-program-in-10-lines-of-code-for-beginners-540224ac6b45
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Important links about quantum computing:

China’s building world’s biggest quantum research facility
https://www.scmp.com/news/china/society/article/2110563/china-building-worlds-biggest-
quantum-research-facility

NIST.Gov: calls on public sector to help with Post-Quantum Cryptography
https://csrc.nist.gov/Projects/Post-Quantum-Cryptography/Post-Quantum-Cryptography-
Standardization/Call-for-Proposals

ZDNet – IBM warns of instant breaking of encryption by quantum computers: ‘Move your data 
today!’
https://www.zdnet.com/article/ibm-warns-of-instant-breaking-of-encryption-by-quantum-
computers-move-your-data-today/

How to break cryptography
https://www.youtube.com/watch?v=12Q3Mrh03Gk

Hacking at Quantum Speed with Shor’s Algorithm
https://www.youtube.com/watch?v=wUwZZaI5u0c

Chinese scientists set new quantum entanglement world record: 
https://www.bing.com/videos/search?q=china+quantum+computing+investment&&view=detail&
mid=BFCB038C61DD55ABD0EEBFCB038C61DD55ABD0EE&&FORM=VRDGAR

IBM’s first commercially available quantum computing platform: 
https://www.bing.com/videos/search?q=IBM+Q&&view=detail&mid=75E339A247DD16F1D58275
E339A247DD16F1D582&&FORM=VRDGAR

D-Wave Quantum Computer Tour: 
https://www.bing.com/videos/search?q=d-
wave+systems+2019&&view=detail&mid=D4A9435E6286E59C880FD4A9435E6286E59C880F&&F
ORM=VRDGAR

https://www.scmp.com/news/china/society/article/2110563/china-building-worlds-biggest-quantum-research-facility
https://csrc.nist.gov/Projects/Post-Quantum-Cryptography/Post-Quantum-Cryptography-Standardization/Call-for-Proposals
https://www.zdnet.com/article/ibm-warns-of-instant-breaking-of-encryption-by-quantum-computers-move-your-data-today/
https://www.youtube.com/watch?v=12Q3Mrh03Gk
https://www.youtube.com/watch?v=wUwZZaI5u0c
https://www.bing.com/videos/search?q=china+quantum+computing+investment&&view=detail&mid=BFCB038C61DD55ABD0EEBFCB038C61DD55ABD0EE&&FORM=VRDGAR
https://www.bing.com/videos/search?q=IBM+Q&&view=detail&mid=75E339A247DD16F1D58275E339A247DD16F1D582&&FORM=VRDGAR
https://www.bing.com/videos/search?q=d-wave+systems+2019&&view=detail&mid=D4A9435E6286E59C880FD4A9435E6286E59C880F&&FORM=VRDGAR
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The new rules of

data security in a 

post quantum world
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Quantum resilient security

Secured2 multi-morphic security explained
As the market races to find new ways to augment or 
even replace current encryption systems due to the 
quantum threat, the first market available quantum 
resilient security is the Secured2 Beyond Encryption 
data security solution that is the world’s first multi-
morphic security. Meaning, a multi-step algorithm that 
morphs & disperses data so it cannot be factored or 
hacked by today’s quantum computing platforms. 

Multi-morphic security utilizes several new patented 
security concepts that include: 

• Data conversion – converting data into a random 
format that masks the data

• Binary data segmentation – the ability to break data 
into small segments that are each individually 
encrypted using AES 128 bit encryption

• Decentralized Storage – the ability to distribute data 
fragments into multiple cloud, hybrid or local storage 
locations of a customers choice. 

• Non-Sequential Packet Delivery – every packet is 
sent randomly, with no sequential order and 
eliminates the threats of packet sniffing and other 
means of data gathering. 

All of these unique solutions when combined provide 
the unique and quantum resilient features of multi-
morphic encryption. Unlike traditional encryption that 
relies on ‘math’ to protect data, multi-morphic security 
protects data through true randomization, binary data 
separation, non-sequential delivery of data across the 
internet and marrying the assembly of data to physical 
verification or some kind of identification system like 
facial recognition, MFA, Biometrics, etc. 
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How multi-morphic, quantum resilient security works:

Data Security ‘Send’ Process

Data Security ‘Restore’ Process

Initiate Request

User authenticates to Secured2 and 

secures data (shrink, shred, secure)

using multi-morphic security

1

Encrypted Tunnel

SSL/TLS-based encryption 

dependent on users browser

Secured2 Front End

Directs traffic to AFEs

Application Front End / Cloud Mover

Directs traffic to app servers

2

3

4

Requests User Data

User’s request goes from the 

application to storage

Fetch Data

Grab encrypted data segments

Stage Data & Key Approval

Secured2 holds assembly keys and 

customer holds unlock keys (dual key system)

Decrypt & Assemble Data

SSL/TLS-based encryption for sending back data, 

customer unlocks using their private keys. 

8

7

6

5

Data Retrieval

Data segments are fetched from multi

-cloud storage of a customers choice

Key Check

Is the requester authorized to access

the data

Verification / Authentication

The request is verified and if authorized

returns the request for data access.

Decrypt Data

Storage System decrypts data, reverses 

shrink, shred, secure process and user

can access the information. 

E

D

C

B

A Send Protected Data 

Directs traffic to app servers
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Addendum – validation & testing

Microsoft
Azure Security Team
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Third party validation by Allied Associates: Technical Report  

Read Analysis HERE.
http://secured2.com/wp-content/uploads/2018/02/Allied-Security-Analysis-FINAL-1.pdf

http://secured2.com/wp-content/uploads/2018/02/Allied-Security-Analysis-FINAL-1.pdf
http://secured2.com/wp-content/uploads/2018/02/Allied-Security-Analysis-FINAL-1.pdf

